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e Adversary’'s purpose: stay stealthy
T
2 1 2
ymllz, = 7 ; [Ym, ()7 dt < Oy, Yy € M
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ool Attack impact My > 450 = 414 values )

Mean
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Paper Il
Outline

@ Contributions

o Paper Il
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Contributions Paper Il

Paper Ill - Problem variation

0 &

Defender Adversary Performance p
Paper | Paper Il
e Certain LFO e Uncertain LFO
e Performance p is fixed e Performance p is fixed
e Def./Adv. chooses one e Def./Adv. chooses one
e Take actions simultaneously | ¢ Take actions simultaneously
Paper Il Paper IV
e Certain LSO e Certain LFO
e Performance p is fixed e Performance p is uncertain
e Def./Adv. chooses one e Adv. chooses one, Def. chooses several
e Take actions simultaneously | e Def. takes action first
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el
Challenges

e Main focus: Power networks by linearized swing equations

mpi(t) + hipi(t) Z ij (pz

JEN;
e Closed-loop system

e Local performance: ||y,,||22[0ﬂ T fo Yp(t)
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Challenges

e Main focus: Power networks by linearized swing equations
mzpz( + thz Z ﬁz] (pz — Py (t)) =+ ai(t)v
JEN;

e Closed-loop system
() = Ax(t) + eal(),

e Local performance: ||1/,,||E2 01 = T fo ly,(t)|? dt

e At node m € V_, where (A, C,,) is detectable,

t@m(t) = AZp (1) + K (t), 2,(0) =0,
Detector )
T () = Ym(t) — Cmda(2),
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Challenges

e Main focus: Power networks by linearized swing equations

mipi(t) + hapi(t) = > g (pi(6) = 3 (1)) + (1),

JEN;

e Closed-loop system
() = Ax(t) + eal(),

e Local performance: ||1/,,||E2 01 = T fo ly,(t)|? dt
e At node m € V_, where (A, C,,) is detectable,

t@m(t) = Ai’m(w + Kmnm(t)v i'm(o) =0,
m(t) = ym(t) — Cmia(t),

e The defender monitors Han%Q[O,T] =7 fOT m ()] dt

Detector
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Challenges

e Main focus: Power networks by linearized swing equations

mipi(t) + hapi(t) = > g (pi(6) = 3 (1)) + (1),

JEN;

e Closed-loop system

i(t) = Az(t) + ea(1), Challenges

yi(t) = Ciz(t), VieV, 1) Finite unstable inv. zeros
2) Infinite inv. zeros

e Local performance: ||z/,,||E2 01 = T fo ly,(t)|? dt
e At node m € V_, where (A, C,,) is detectable,

im(t) = Ai’m(w + Kmnm(t)v i'm(o) =0,
N (t) = Ym(t) — Cmia(t),

e The defender monitors Han%z[O,T] =7 fOT m ()] dt

Detector
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Main results

e The worst-case impactAof stealthy FDI attacks
J/)((J/, m) = sup
CEL2e, zero init. states

s.t. [

e Systems ¥, = (A, ¢e,,C),0) and 3y, = (4, €4, Cpy, 0)
e Denote 7(,, ,) and r(;, o) as the relative degrees of X, and ¥,

|9pllz,
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Main results

e The worst-case impactAof stealthy FDI attacks

J,(a,m) & sup Yl z,
CEL2e, zero init. states
2
S.t. ||an£2 S 6

e Systems ¥, = (A, ¢e,,C),0) and 3y, = (4, €4, Cpy, 0)
e Denote 7(,, ,) and r(;, o) as the relative degrees of X, and ¥,

Lemma 3 (choice of parameters)

Finite unstable invariant zeros A, of ¥, can be excluded by proper local
control parameters. Then, J,(a,m) < co.
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Paper Il
Main results

e The worst-case impactAof stealthy FDI attacks

Jp(a,m) = sup 19ollz,
CEL2e, zero init. states

s.t. [

e Systems ¥, = (A, ¢e,,C),0) and 3y, = (4, €4, Cpy, 0)
e Denote 7(,, ,) and r(;, o) as the relative degrees of X, and ¥,

Lemma 3 (choice of parameters)

Finite unstable invariant zeros A, of ¥, can be excluded by proper local
control parameters. Then, J,(a,m) < co.

Theorem 3.1 (relative degree condition)

T(m,a) < T(p,a)

= J,(a,m) < o0
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Paper IV
Outline

@ Contributions

o Paper IV
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Contributions Paper IV

Paper IV - Problem variation

0 &

Defender Adversary Performance p
Paper | Paper Il
e Certain LFO e Uncertain LFO
e Performance p is fixed e Performance p is fixed
e Def./Adv. chooses one e Def./Adv. chooses one
e Take actions simultaneously | ¢ Take actions simultaneously
Paper Il Paper IV
e Certain LSO e Certain LFO
e Performance p is fixed e Performance p is uncertain
e Def./Adv. chooses one e Adv. chooses one, Def. chooses several
e Take actions simultaneously | @ Def. takes action first
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Gl
Challenges

e Unweighted graph G with IV vertices, certain Laplacian matrix L
() = —La(t) + eal(t),
yp(t) = e, a(t),
Ym, (1) = e;kx(t) [(.M = {my,ma,... ,m|M‘}).]

e Worst-case attack impact
Ja,M)& sup oyl

(EL2e, zero init. state

s.t. ”ymkniz < 5mk VYmy € M
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Challenges

e Unweighted graph G with IV vertices, certain Laplacian matrix L
i(t) = —La(t) + cal(t),
ZU/)(t) = fz;x(t)a

Y, (1) = e;ka:(t)[(./\/l = {my,ma,... ,m|M‘}).]

e Worst-case attack impact
JlaM)E syl

(EL2e, zero init. state

s.t. ”ymkniz < 5mk VYmy € M

Q(a, M) £ Z w%(pla)J,(a, M) J

PEV_q
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e Unweighted graph G with IV vertices, certain Laplacian matrix L
i(t) = —La(t) + cal(t),
ZU/)(t) = fz;x(t)a

Y, (1) = e;ka:(t)[(./\/l = {my,ma,... ,m|M‘}).]

e Worst-case attack impact

Jy(a, M) 2 sup o112,

(EL2e, zero init. state

s.t. ”ymkniz < 5mk VYmy € M

Q(a, M) £ Z w%(pla)J,(a, M) J

PEV_q

R(a, M) & c(IM]) +Y " 7%(pla)J,(a, M)
/)Evfa
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Gl
Challenges

e Unweighted graph G with IV vertices, certain Laplacian matrix L
() = —La(t) + eal(t),
yp(t) = e, a(t),
Ym, (1) = e;kx(t) [(.M = {my,ma,... ,m|M‘}).]

e Worst-case attack impact

Jp(a, M) 2 sup 1,112,

(EL2e, zero init. state

s.t. ”ymkniz < 5mk VYmy € M

Q(a, M) = Z m(pla)Jp(a, M) J Challenges

PEV_q

1) Finite unstable inv. zeros
R(a, M) £ ¢(|M)) _|_Z (pla)J,(a, M) 2) Infinite inv. zeros

/)E V, a
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Challenges

e Unweighted graph G with IV vertices, certain Laplacian matrix L
() = —La(t) + eal(t),
yp(t) = e, a(t),
Ym, (1) = e;kx(t) [(.M = {my,ma,... ,m|M‘}).]

e Worst-case attack impact

Jp(a, M) & sup 1,117,

(EL2e, zero init. state

s.t. ”ymkniz < 5mk VYmy € M

Q(a, M) = Z m(pla)Jp(a, M) J Challenges

PEV_q

1) Finite unstable inv. zeros
R(a, M) 2 ¢(|JM)) _|_Z (pla)J,(a, M) (2) Infinite inv. zeros )

pPEV_,q
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Players’ strategies
Defender strategy

M* = arg min Defense cost| -
gMCD |(z M)

a*(M) = argmax Defense cost
a€A
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Players’ strategies
Defender strategy

Defender Adversary
M* = arg min Defense cost|,- h
gMCD |(1, (M)
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Adversary response

a* = argmax Attack impact|
a€A
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a*(M) = arg max Defense cost
ac

Adversary response

a* = argmax Attack impact|
a€A

Combinatorial optimization problem) = Computational burden J
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D s.t. defense cost/attack impact < co )
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a*(M) = arg max Defense cost
ac

Adversary response

a* = argmax Attack impact|
a€A

Combinatorial optimization problem) = Computational burden J

Shrink defender action space M C D C V )= Efficiently allocate
s defense resources

D s.t. defense cost/attack impact < oo | < Characterize D )
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Main results

Dominating set
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Main results

Dominating set

Theorem 2 (necessary and

sufficient condition)

M is a dominating set
& def. cost R(a, M) < 0o
& attack impact Q(a, M) < oo
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Main results
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Dominating set °

Theorem 2 (necessary and

sufficient condition)

M is a dominating set : ‘
& def. cost R(a, M) < 0o e
& attack impact Q(a, M) < co %
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Main results

Q

Dominating set °

Theorem 2 (necessary and

sufficient condition)

M is a dominating set ‘ §
& def. cost R(a, M) < 0o /
& attack impact Q(a, M) < oo %
R(a, M) < 50.2456
Q(a, M) < 48.4235 J
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Outline

© Conclusion and Future Work
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Conclusion and Future Work

Conclusion and Future Work

This Licentiate thesis has
© considered several types of NCSs under attacks
@ intensively investigated the worst-case impact of stealthy FDI attacks
© found system- and graph-theoretic conditions

@ assisted the defender in allocating defense resources
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Conclusion and Future Work

Conclusion and Future Work

This Licentiate thesis has
© considered several types of NCSs under attacks
@ intensively investigated the worst-case impact of stealthy FDI attacks
© found system- and graph-theoretic conditions

@ assisted the defender in allocating defense resources

Toward the PhD thesis, it will be extended to
@ overcome combinatorial optimization problem
@ consider uncompleted information
© consider multiple adversaries

@ assist the defender in designing detectors
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Conclusion and Future Work

U

Defender Adversary Performance p
Paper | Paper Il
e Certain LFO e Uncertain LFO
e Performance p is fixed e Performance p is fixed
e Def./Adv. chooses one e Def./Adv. chooses one
e Take actions simultaneously | ¢ Take actions simultaneously
Paper 1l Paper IV
e Certain LSO e Certain LFO
e Performance p is fixed e Performance p is uncertain
e Def./Adv. chooses one e Adv. chooses one, Def. chooses several
e Take actions simultaneously | e Def. takes action first

Thanks for listening!!!
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